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2.Introduction

This document provides a comprehensive overview of Microsoft 365 applications utilized for Single
Sign-On (SSO), Application Proxy and direct access protocols such as EWS, POP, IMAP, SMTP,
and GRAPH.

Here, you will find detailed guidance on how to configure these applications within your environment,
ensuring seamless integration and reliable connectivity for diverse services.

Special attention will be given to critical aspects of security, including scoping of permissions and
protection of application usage, so that your organization’s data remains secure and compliant.

You will also find examples of token requests that can help you reproduce the behavior of certain
applications and better assess your security.
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3.0verview and concepts

3.1. Apps and authentication

For a program to connect to Microsoft 365, it is imperative to use an APP object that has been
created within the M365 tenant. This APP object can be either an application created by the tenant
administrator or a trusted application that already exists in another tenant, as is the case for multi-
tenant apps. Without utilizing an APP, it is impossible to establish a connection to Microsoft 365;
simply having an account and password is insufficient. The APP object is essential as it provides the
necessary authorization and permissions required for the program to access user resources securely.

When requesting an access token with Microsoft 365, it is mandatory to provide the application ID
along with additional authentication components such as a secret, certificate, account with a
password, access code, or a previously obtained refresh token.

The access token provided upon successful authentication is valid for 1 hour, while a refresh token is
valid for 90 days by default. Both access tokens and refresh tokens are formatted as JSON Web
Tokens (JWT), ensuring secure and standardized token representation.

It is important to note that the access token is always issued by the tenant that hosts the resource.
The site responsible for providing these tokens is https://login.microsoftonline.com.

0
o (5

https:/flogin.microsoftonline.com
Request tokens
SSL inspection supported

m T GRAPHIEWS
HTTP P Consume service with access token
roxy SSL inspection unsupported
POPS/IMAPS/SMTPS /
Consume service with access token
SSL inspection unsupported
Application —

SOCS Proxy

3.2. Creation of registered apps
To create a registered application (APP) in Microsoft 365, follow these steps:

= Access the Azure Portal: Log in to the Azure portal using your Microsoft 365 administrator
account at https://admin.microsoft.com.

= Navigate to Entra: From the left-hand navigation pane, select "Identity."
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= App Registrations: In the Identity menu, select "App registrations."
= New Registration: Click on the "New registration" button at the top of the screen.
= Configure Application Details:

= Name: Enter a name for your application. This can be anything that helps you identify the
application.

= Supported account types: Choose who can use the application. Options include accounts in
your organization only or multi-tenant options.

= Redirect URI (optional): Configure the location (redirect URI) where the tokens will be sent by the
authorization server after authentication.

= Register the Application: Complete the registration by clicking the "Register" button at the bottom
of the screen.

= Note the Application (client) ID: Once registered, you will be taken to the app's overview page.
Note down the "Application (client) ID," as this will be required for authentication.

= Configure API Permissions:

= Select "API permissions" from the navigation menu.

» Click "Add a permission" and choose the APIs your app needs to access.
= Add the necessary delegated or application permissions.

= Don't forget to click "Grant admin consent" for the required permissions.
= Generate Client Secret or Certificate or select “Allow public flows”.

= Navigate to "Certificates & secrets" in the app's menu.

= Choose to add a new client secret or upload a certificate. Note down the secret value
immediately, as it will be hidden later.

* You can also configure the app without a certificate or secret and use the “Allow public client
flows” option..

» Additional Settings: Configure any additional settings such as branding, user roles, and token
configuration as needed.
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Microsoft Entra admin center £ Search resources. services, and docs (G+/)

i GRAPH_APP 1

2 Protection v

2 Identity Governance

I Verified ID v

@ Global Secure Access v v

2 Leam & support

3.3. Multi-tenant apps

A significant feature of registered apps within M365 is the ability to configure them as multi-tenant
applications. This means the app can be accessed by users across multiple organizations rather than
being restricted to a single tenant (organization). Benefits of Multi-Tenant Apps:

= Wider Reach: Multi-tenant apps can serve users from multiple organizations, expanding the app's
potential user base.

= Central Management: Developers can manage a single instance of the app that serves multiple
tenants, simplifying updates and maintenance.

» Resource Sharing: Users from different organizations can collaborate and share resources
through the app.

To configure an app as a multi-tenant app, developers need to set the app's "Supported account
types" to include " Accounts in any organizational directory (Any Microsoft Entra ID tenant -
Multitenant)" during the app registration process. This allows the app to be available across multiple
organizations.
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Home > CARTHAGENE » App registrations > GRAPH_APP

5) GRAPH_APP | Authentication =

0 Search | « A Got feedback?
B Overview ‘ e.g. https//example.com/logout
Quickstart

Implicit grant and hybrid flows

Integration assistant Request a token directly from the authorization endpoint. If the application has a single-page architecture (SPA)

X Diagnose and solve problems and doesn't use the authorization code flow, or if it invokes a web APl via JavaScript. select both access tokens
and 1D tokens. For ASP.NET Core web apps and other web apps that use hybrid authentication, select only 1D
Manage tokens. Learn more about tokens.

= Branding & properties Select the tokens you would like to be issued by the authorization endpoint:

D Access tokens (used for implicit flows)
3 Authentication
B ID tokens (used for implicit and hybrid flows)
Certificates & secrets

il Token configuration Supported account types

2 APl permissions Who can use this application or access this API?

& Expose an API O Accounts in this organizational directory only (CARTHAGENE only - Single tenant)
App roles '@) Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant)

48 Owners Help me decide...

di. Roles and administrators

To deploy the application to another tenant, simply use the link
https://login.microsoftonline.com/common/adminconsent?client_id=<CLIENT_ID> with an
admin account from the target tenant. A message will then prompt you to consent permissions. Next
the application will appear in the list of enterprise apps.

M =& Signinto your account x

<~ &) @ httpsy//login.microsoftonline.com/common/reprocess?ctx=rQQIARAA42JQYLRSSbFMNTY2... &
psi//log p

BE Microsoft
administrator@

Permissions requested
Review for your organization

) DEMOAPP
unverified

This app may be risky. Only continue if you trust
this app. Learn more

This app would like to:
~v Read and write access to user mail
v/ Read mail in all mailboxes

v Sign in and read user profile

If you accept, this app will get access to the specified
resources for all users in your organization. No one else
will be prompted to review these permissions.

Accepting these permissions means that you allow this
app to use your data as specified in their terms of service
and privacy statement. The publisher has not provided
links to their terms for you to review. You can change
t{rlvese getmlwsswons at https://myapps.microsoft.com.
Show details

Does this app look suspicious? Report it here

Terms of use  Privacy & cookies

When a multitenant APP is integrated into another tenant, this APP is going to be able to request
TOKEN from this tenant. The certificates/secrets are located inside the owner’s tenant and the
consumer’s tenant can’t access these parameters.
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3.4. Apps with redirect URL

This application leverages code-based authentication to ensure secure access and operations. It
utilizes delegate permissions to allow the application to act on behalf of the user, providing a
seamless and secure user experience.

[0 Client connecis to web app I I
[B3'Web app requests a code for a registred APP D |
B Client redirect code to redirect URI

Application

The authentication Process is next:

= User connects to a Web Application. The Web Application requests the user to provide an
Access Code

= User Initiates Login: The user starts the login process by entering their M365 credentials.
» Code Generation: A unique authentication code is generated and sent to the user. The value of
the code is redirected to the URL defined in the registration APP or the user enters the received

code into the application.

= The application can request refresh and access tokens on behalf of the user.
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Home > CARTHAGENE > App registrations > GRAPH_APP

_36RAPH7APP|Authentication # o

[0 search | « & Gotfeedback?
B Overview
Quickstart Platform configurations
#' Integration assistant Depending on the platform or device this application is targeting, additional configuration may be required such
as redirect URIs, specific authentication settings, or fields specific to the platform.
K Diagnose and solve problems
t+ Add a platform
Manage
B Branding & properties
5 Quickstart  Docs?
9 Authentication Web ]
Redirect URIs
Certificates & secrats
The URIs we will accept as destinations when returning authentication responses (tokens} after successfully authenticating or signing out users.
11! Token configuration The redirect URI you send in the request to the login server should match one listed here. Also referred to as reply URLs. Learn more about
Redirect URIS and their restrictionsg
= APl permissions
https://localhost T

@ Expose an API

Add URI

App roles

& Owners

3.5. Apps’ credentials

A Registration App can be secured using different methods to ensure the safety and integrity of the
application. The available protection options include:

Secret: A string of characters used for authentication.
Certificate: A digital document for higher security.

Allow Public Flows: No secret or certificate required. Only delegate permissions can be used.
= Secret

The application can be protected by a client secret, which is a string of characters known only to the
application and the authentication server. This client secret is used to verify the identity of the
application during the authentication process.

=«  Certificate

Alternatively, the application can use a certificate for authentication. A certificate is a digital document
that uses a public key infrastructure (PKI) to verify the identity of the application. This method
provides a higher level of security compared to a secret key.

o= Allow Public Flows

If the "allow public flows" option is enabled, the application does not require a secret or certificate for
authentication. This option is designed for scenarios where the application needs to be accessible to
the public. However, it is important to note that when "allow public flows" is enabled, the application
can only consume delegate permissions. Delegate permissions allow the application to act on behalf
of the user.

Https://admin365.fr

9/32
September 2025



Microsoft 365 Registration Apps and Security

Home > CARTHAGENE > App registrations > GRAPH_APP

GRAPH_APP | Certificates & secrets #

‘/’J Search ‘ < £ Got feedback?
B Overview

Quickstart Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web ac
HTTPS scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.
#" Integration assistant

X Diagnose and solve problems
ﬂ Application registration certificates, secrets and federated credentials can be found in the tabs below.
Manage

& Branding & i ( )
randing & properties Certificates (1) Client secrets (1) Federated credentials (0)
3 Authentication

Certificates can be used as secrets to prove the application’s identity when requesting a token. Also can be referred to as public |
Certificates & secrets

ill Token configuration T Upload certificate

- AP| permissions Thumbprint Description Start date Expires

& Expose an AP 092F464906ACC2442DBTACT0824... GRAPH_CERTIFICATE_AUTOSIGNED 11/8/2024 11/8/2026
App roles

48 Owners

i Roles and administrators

H Manifest

Sunnort + Troubleshootina

Advanced settings

Allow public client flows ©

Enable the following mobile and desktop flows: Ij:'. fes

* App collects plaintext password (Resource Owner Password Credential Flow) Learn more 7
* Mo keyboard (Device Code Flow) Learn more
* 550 for domain-joined Windows (Windows Integrated Auth Flow) Learn more

App instance property lock ©

Configure the application instance medification lock. Learn more Configure

3.6. Apps’ permissions
When configuring a Registration Application, it's important to understand the distinction between

application permissions and delegate permissions. Both types of permissions define how the
application interacts with resources, but they serve different purposes and have different scopes.

= Application Permissions

Scope: Application permissions are granted directly to the application itself, independent of any user
context.

Usage: These permissions are typically used for background services or daemon applications that
need to access resources without user interaction.

Authority: The application acts as its own entity, with permission granted to it by an administrator.

Consent: Application’s permissions must be consented by administrators to become usable.

Https://admin365.fr
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Example: An application with application permissions might access a database to perform scheduled
data processing tasks or access a mailbox without user interaction.

= Delegate Permissions

Scope: Delegate permissions are granted to the application on behalf of a signed-in user.

Usage: These permissions are used when the application needs to perform actions on behalf of the
user, requiring user interaction and consent.

Authority: The application acts with the same permissions as the user, limited to what the user can
do.

Consent: Delegate permissions can be consented by administrators or users to become usable.

Example: An application with delegate permissions might access a user's email to send messages on
their behalf (Thunderbird, Samsung Email).

= Key Differences

Context: Application permissions operate without user context, while delegate permissions require a
user context.

Authority: Application permissions are granted by an administrator, whereas delegate permissions
are granted by the user.

Use Cases: Application permissions are suited for background tasks, while delegate permissions are
ideal for user-interactive scenarios or use case where a refresh token is sent to the application server
(with authentication by code).

Https://admin365.fr
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Select an API

Microsoft APls

Commonly used Microsoft APls

=0

&

7N

A
. e

Microsoft Graph

| r Azure Communication
% Services

Rich communication experiences
with the same secure CPaa5

platform

used by Microsoft Teams

Azure Storage

APls my organization uses

My APls

Azure Rights
Lk. Management Services

Allow validated users to read and
write protected content

Ny, Data Export Service for

Take advantage of the tremendous amount of data in Office 365, Enterprise Mobility + Security, and
Windows 10. Access Microsoft Entra ID, Excel, Intune, Outlook/Exchange, OneDrive, OneMote,
SharePoint, Planner, and more through a single endpeint.

Azure Service
Management

Programmatic access to much of
the functionality available
through the Azure portal

#% Dynamics 365 Business

i Microsoft Dynamics 365 ¥ Central

Secure, massively scalable object

4 Export data from Microsoft Programmatic access to data and
and data lake storage_‘for Dynamics CRM organization to an functionality in Dynamics 365
1 unstructured and semi-structured external destination Business Central
data
4
[ J— % Microsoft Purview
Request APl permissions x
< All APIs

Microsoft Graph

https://graph.microsoft.com/ Docs

®

What type of permissions does your application require?

Delegated permissions Application permissions
‘Your application needs to access the APl as the signed-in ‘Your application runs as a background service or daemon

user. without a signed-in user.

Home > CARTHAGENE > App registrations > GRAPH_APP

- GRAPH_APP | API permissions s

arch «

B Overview

O Refresh | & Got feedback?

Quickstart
A\ Granting tenant-wide consent may revoke permissions that have already been granted tenant-wide for that application. Permissions that users have already granted on

# Integration assistant their own behalf aren't affected. Learn more

# Diagnose and solve problems

@ The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per permission, user, or app. This column

Manage may not reflect the value in your organization, or in organizations where this app will be used. Learn more

Branding & properties
S Authentication Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of canfigured permissions
should include all the permissions the application needs. Learn more about permissions and consent

r‘ ~/ Grant admin consent for CARTHAGENE ’

Certificates & secrets

Token configuration

Add a permiss
5 API permissions

API / Permissions name Type Description Admin consent required  Status
@ Expose an API
v Microsoft Graph (3)
App roles

Mail.Read Delegated  Read user mail No @ Granted for CARTHA | ==+
& Owners

Mail ReadWrite Delegated Read and write access to user mail No © Granted for CARTHA, »+»
&, Roles and administrators

Mail.Send Delegated  Send mail as a user No @ Granted for CARTHA | ==+

Bl Manifest

Support + Troubleshootiny
PP 9 To view and manage consented permissions for individual apps, as well s your tenant's consent settings, try Enterprise apy

cations.
& New support request
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3.7. Tokens

When working with authentication and authorization in M365 applications, it's important to understand
the roles of Access Tokens and Refresh Tokens. Both tokens play crucial roles in securing access
to services, but they serve different purposes and have different lifespans.

= Access Token

Purpose: An Access Token is used to access various services such as Microsoft Graph, POP, IMAP,
SMTP.

Format: Access Tokens are in JWT (JSON Web Token) format, which is readable and contains
encoded information.

Permissions: The token includes application permissions in the scp (scope) property.

Validity: An Access Token is typically valid for 1 hour. But if the application and the endpoint are
compatible with CAE, the Access Token can be valid around 24 hours.

Usage: It is presented to the service to authenticate and authorize the application's requests.

Web Services Access: For web services like Microsoft Graph or EWS (Exchange Web Services), the
Access Token is included in the HTTP request's Authorization header as a Bearer token.

Example: When an application needs to read emails from a user's mailbox, it uses an Access Token
to authenticate the request to the Microsoft Graph API.
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(2
eyJOeXAi0iJKV1QilCIub253ZSI6IKLTNESKUK WYV ICdZAXYXLE
Y2VPNU1KeX jZqekRTNWLBYnBLNDIKdyIsImtpZCI6ILLUY2VP:
vc29mdC5jb20il CIpc3Mi0iJodHRwezovl 3NBcy53aWSkb3dzLmS
3NTU2NDAZLCJuYmYiOjE3MzcINTYOMDMsImVUcCIEMTczNZU2MTE;
WOWhGc jgxbXB3TndXNkkticzNVMFNSeG9ZUzVLOUdCck L 2VFFIWDd
SQVBIXOFQUCIsImFwcGLKIjoiZDL1MzM2YzctNmYUNCOOY jNKLTh
WRVITRSIsImdpdmVuX25hbWUi0iJdMawo LCIpZHR5cCIBINY,
SUOUiLCIvaWQi0iI3Y2NjN2U5SMSeyMDEULTRKZ jUtOTM3ZCOSZGF
yaCI6I jEuQVRFQTN2dk98VXoUd TBTNkUwUKIGRIRNSXdNQUFBQUF)
XcmlBOZSBNYWLsLINLbmQgcHIvZmLsZSBvcGVuakQgZu Wwil CJ
1dGVuYWSeX3J1Z21vb192Y29wZSI6IkVVIiwidGLkIjoiYjVjZWZ
uZWxAY2FydGhhZ2VuzssmciIsInVwbiI6Imxpb251bERYXJ0aGF
sIndpZHMiOLsiMjkyMzIjZGY+OTHyMyOOMmZKLWFKZTItMWQWOTd
1Z jK5MmMEM2FmY 100NmISLWI3Y2YtYTEYNmVLNZRNDUXTiwiYjc
3QiOnsic3ViljoiVTZONGK1eXVZd2IZNnAWT jZ
JFVSJ9. bGWvNpQyBIFvedsfhBaRpS47clUaSt
eBHU_T8iS9JIHNSQxVXWe2nuI7PptxHeldKNnFUs195mNCoy j~tCvx
ufwHSmr7YObbN91XJssq6bAgIQF7yBzEQTMQSUWK_nGtDUYwQOGH
jlBg
PS C:\> Parse-JWTtoken

Name
uti 3 -RdHUtAA
acr
sub pAdGKHLxhBThVTUTixtoxeOrpct8LREC
typ JwT
iss https://sts.windows.net/bScefbde-
name Lionel TRAVERSE
unique_name lionel@
22/01/2025 15:52:02
1

bScefbde-

{2923

Lionel|

92.184.

13e

GRAPH_APP

EU

https: //graph.microsoft.com
]

ATQAy/8ZAAAAqDacsais5vV9hFr8lmpwNwW6I8s3UE
YTce051JyyqR6j

TcccT7e91-2018-

{pwd}

Lionel

10832008652CE6A9
1.ATEA3vvOtUzBuBSENBROFGI

Mail.Read Mail.ReadWrite Mail.Send profile openid email
EU
@{sub=U6tUiSquYwbY6p

e

user
YTceOSIJyyqRE_
14

ISUOJIRIpURBWOlayD1dgQeEvbhMEFd
22/81/2625 1u:33:23

= Refresh Token

Purpose: A Refresh Token is used to obtain new Access Tokens and Refresh Tokens.

Validity: A Refresh Token is generally valid for 3 months. Refresh token rotation is not set by default
on M365.

Usage: When an Access Token expires, the application can use the Refresh Token to request a new
Access Token without requiring the user to re-authenticate.

Example: After the initial Access Token expires, the application uses the Refresh Token to get a new
Access Token to continue accessing the user's mailbox.
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eyJ0eXAi0iJKV1QilCIub25jZSI6I1pFZ jZBanFTdmYxNLlhyc21RR19wcXIkcldyRmliTVFIMzhQaWVrRKRRWEEiLCIhbGci0iJSUZIINiIsIngldCISILLU
Y2VPNU1KeX1xUjZqekRTNWLBYnBLNDJIKdyIsImtpZCI6I11UY2VPNULKeX1xUjZqekRTNWLBYnBLINDIKdyJ9 . eyJhdWQiOiJodHRwczovl 2dyYXBoLmlpY3J
vc29mdC53jb20iLCIpec3Mi0iJodHRwezovl 3N@cy 53aWSkb3dzLmS1dCIINWNLZmIKZS1mYZRLTQOYmItYmEZNyGONDRLMTQ2Y jRjMjMvIiniaWFOI joxNzM
3NTU3MDEWLCJuYmYi0jE3MzcINTcwMTASImVLcCI6MTczNZU2MjQSNSwiYWN jdCI6MCwiYWNyIjoiMSIsImFpbyI6IKFUUUFSLzhaQUFBQUIZZWLWaVZXSF
xSGABUXRLWksUbLRHT jBObWNJIT2F rUFQ3dU10bWdy TUdhdko3YitnUXVwSmZMbTIGSXkzVKEILCIhbXIiOlsicHdkI1OsImFweF9kaXNwbGFSbmFtZSI6Ikd
SQVBIXBFQUCIsImFwcGLKIjoiZD1l1MzM2YzctNmYUNCOOY jNKLThmNWEtZmUxZmIxM2IzZj 1kIiwiYXBwaWRhY3I1i0iIxTiwiZmFtaWx5X25hbWui0iJuukF
WRVJITRSIsImdpdmVuX25hbWUi0iJMaWOuZwwil CIpZHRScCI6InVZZXIil CIpcGFKZHIi0iISMidx0DQUMTE2L jI1MCIsImShbWUiOiJMaW9uZwgVFIBVKY
SUBUiLCIvaWQi0iI3Y2NjN2USMSayMDELL TRYZ 1UtQTMIZCASZGFmZGM30WQUNTIILCIwbGFOZiI61 jEOIiwicHVpZCI61jEwMDMyMDANN jUyQOU2QTkiLCI
yaCI6 jEuQVRFQTN2dKIBVXoUdTY 1t uae * wareey 53 = ¥EQUFBIOF BQUFBQUFBQUFUQUIFeEFBL1TsInNjcCI6TH1haWwulmVhZCBNYWLsLLILYWR
XcmlOZSBNYWLsL1NLbmQgcHIvZm™ 3 W om 1 dWIi0iIwZEdLSExUaEJUaFZUNFRpeHRveGVPcnB jNDhMU jhDaHLsdkdEQTBTYKS9zIiw
idGVuYW58X3J1Z21vbl9zY29wZS: % RNZGUtZmMOYyBBNGIiLWIhMzctNDQOZTEONmIBYzIzIiwidW5pcXVLX25hbWUi0iJsaw9
uZWxAY2FydGhhZ2VuZS5mcilsIn Tt A g £ o wimZW51LmZyTiwidXRpI joiQkFROVL6Q1ptMESub3YxazNSVRNBQSISInZ1ciI6T jEUMCT
sIndpZHMiOlsiMjkyMzJZGYtOTR 1 " waote wolwwn Z JNINGRLI iwiYjBmNTQ2NEtHmQ3NCOBYZUwLWFmYTMEtMWV jODAZZ JEYZWZ1IiwiZ jJ
12 jk5MmMtM2FmYi0BNmISLWI3Y2" - 4V 5ZmImNGQtM2VmOSBON jg5L TgxNDMENZZ iMTKBZTgINTASI18sInhtc19pZHILbCIGIJE
gMTQiLCIUbXNFCc3QiOnsic3ViIjy w w. w8F227ucSOWCGY2RGIZbGF15011aXZDOXBLVSJIOLCIUbXNFAGNkdCIEMTUBM ] cyNTkOMiw
1eG1zX3RKYnIi0iJFVSJ9. VrPLLs. H IFOuCkgz9RXuvH5qRsE7olvWjePc-2MPSIRLsmpt3mhfiPCI0oNCS jOQNYiURMEQcLNZ
9TMAVTOpfFT9vGI3iF-zqkVdorna. 3 “TDyg2u-—PpCDEbUHIZ tcpcigz65751Go80CIUWMIKI_5B01_U85ZIXQzaxd3zsMQHOP
faw8Krc2gphOZKpdiMNsHY_dkwERs s e e L4 fETHO-U4_SHFKpp_nyqQIn_eEw_s3Mme7AQOINSHy jMEKGNNXUnGrScNRCq_T318g8Uft
iRrg

1.ATEA3vvOtUz8uBSENOROFGEMIL | -Be 4 A ixAA . AgABAWEAAABVrSpeulamRam2 jAF1XRQEAWDs _wUA9P-FNDux5q7uSgmDI1LuCSS
dsASLugMetXcwOxYZ6uRParWeTR oty w@ @ B 1.4 AR n5rMehIsZKs16wkxFjZg5-uJlLwfiCtDD29DgMUnn_hYUxEtTHGUIIHPgMi7vU1lUd
e7u_pQjFYjCibuBpZigal2tpVIRkn s mais o= SX6pwG1PY jQSez6MLfUBrTbXFeJdc2VsexFFLvUizL WUNFBhUxbYs6rHXg3sOpGvTTt
e3aZ§6HYATGitP3qEXQixQUHINp: v e e 4 % “ PIVAKShAH-qBZRLr j-sqeKEGIMmF Txz9hmPZiFYj TRHIKCFALS3XJijUplqllZeTikLgi
mpONNLaC3CBFix109xzVeXSNpNV vl s w0 aas & m wwKkpiYwapAqTPs 7Tx8dYDRXuaKlgOpD6s6MWs 1KRx-Me jHB91oRehkBK7C_W3-HdARxB
Bh9z1RObAVZIVUZ7jCQSuNeN2CPys i vl fw pokamiwdy6YKA_XGYklasUBYMiNIbXwFFzOcUN12VJIQj IN19p3h5KFOHUNNBIEWX0BYRG2_C5
g_XNigyzd9uQZLHzKpWvInbSDom78rHoturDxJaRMhfgaQtzYdpK—-AVjSKFzweBuhBFbRE9Qqc2DunR18aQLowD1iPjUQUaL

= Key Differences

Access Scope: Access Tokens are used directly to access services, while Refresh Tokens are used
to obtain new Access Tokens.

Lifespan: Access Tokens are short-lived (1 hour or 24 hours), whereas Refresh Tokens are long-lived
(3 months).

Renewal: To obtain a new Access Token using a Refresh Token, the application must have the
secret or certificate of the app, unless the "Allow public flows" option is enabled.

Revocation: It is possible to revoke only refresh token with the Graph PowerShell command “Revoke-
MgUserSigninSession”.

= Using access tokens

When accessing Microsoft Web resources (like GRAPH endpoint), an Access Token is required to
authenticate and authorize the application's requests. The Access Token is included in the HTTP
request's Authorization header as a Bearer token.

History Mew  import CONFLIET)

T hitps:Jigraph microsoft comiv1,0/Me/sendmail
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4.Security aspects

4.1. Scoping

When an application is granted permissions for Exchange Online, it inherently gains access to all
mailboxes within the tenant. This broad access can pose significant security and compliance risks
if not properly managed. Therefore, implementing scoping is essential to limit the application's reach
and ensure that it only accesses the necessary mailboxes.

When configuring M365 applications for Exchange Online, 3 types of scoping can be implemented to
ensure secure and appropriate access: Application Access Policies, AppRBAC (Application Role-
Based Access Control) rules (these scoping modes can be defined only by PowerShell) and strict
Assignment.

= Application Access Policies

Application Access Policies are used to control which applications can access specific mailboxes
within Exchange Online. These policies help ensure that only authorized applications, with application
type permissions can interact with user data.

Mailbox-Specific Access: Policies can be configured to allow or deny access to specific mailboxes
based on the application's identity.

Granular Control: Administrators can define precise rules to control which applications have access
to which mailboxes, enhancing security and compliance.

Access Restrictions: Policies can restrict access to sensitive mailboxes, ensuring that only trusted
applications can access critical data.

Example: An Application Access Policy might allow a CRM application to access sales team
mailboxes but deny access to executive mailboxes.

PS C:\temp\exchange> New-ApplicationAccessPolicy RestrictAccess
lionel@

ScopeName : Lionel TRAVERSE

ScopeIdentity : lionel

Identity : bScefbde~fclc-iul
1935-213896381

AppId : d9e336c7-6F8U-

ScopeIdentityRaw : S-1-5-21-28U79

Description : Appld: d9e336c
S-1-5-21-28U79
Tccc7e91-2018~

AccessRight : RestrictAccess

ShardType : ALL

Isvalid : True

ObjectState : Unchanged

Https://admin365.fr
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PS C:\temp\exchange> Test-ApplicationAccessPolicy . 3 contact@admin3
65.fr

AppId : d9e336c”
Mailbox : contact
MailboxId : 55a16d9¢
MailboxSid 1 5-1-5-2]
AccessCheckResult : Denied

PS C:\temp\exchange> Test-ApplicationAccessPolicy 3¢ lionel@:

AppId : d9e336c7-
Mailbox : lionel
MailboxId : TcccTe9l-
MailboxSid : §-1-5-21-
AccessCheckResult : Granted

= AppRBAC (Application Role-Based Access Control) Rules:

AppRBAC will replace Application Access Policies and permits to bypass the limit of 300 application
access policies.

AppRBAC rules define the roles and permissions that an application has within Exchange Online.
These rules ensure that applications only have the necessary permissions to perform their intended
functions, minimizing security risks.

Role Assignment: Applications are assigned specific roles that determine what actions they can
perform within Exchange Online.

Granular Permissions: Permissions can be finely tuned to grant only the necessary access, such as
read-only access to mailboxes or the ability to send emails on behalf of a user.

Administrator Control: Administrators can manage and update AppRBAC rules to adapt to changing
security requirements.

Example: An application might be assigned a role that allows it to read user calendars but not modify
them, ensuring that it only has the permissions needed for its functionality.

APPRBAC is based on several concepts:

Creation of a “serviceprincipal” associated with the APPID of the APP (present in Enterprise APP
portal)

Https://admin365.fr
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Home > CARTHAGENE > App registrations > Enterprise applications | All applications

i GRAPH_APP | Overview

Enterprise Application

# Overview ~  Properties
[ Deployment Plan n Name ®
X Diagnose and solve problems ‘ GRAPH_APP D |
M Application ID ©
anage
| d9e336c7-Maudadiefifad  p |
iI! Properties . i
ObjectID ©
48 Owners ‘ 62d5da68 -0 i g b —_h|

4. Roles and administrators

Getting Started

PS C:\> Get-ServicePrincipal

DisplayName

GRAPH_APP 62d5da68-, d9e336c7-

Creation of a management scope with a lot of criteria available.

PS C:\> New-ManagementScope {RecipientType
marySmtpAddress }

Name

MAILBOX_LIONEL RecipientScope E ((RecipientType -eq 'UserMailbox') —and (PrimarySmtpAddr...

Check permissions available for scoping (only application type permissions are available).

PS C:\> Get-ManagementRole | Sort-Object name

Name RoleType

Address Lists AddressLists

Application Calendars.Read ApplicationCalendarsRead
Application Calendars.ReadWrite ApplicationCalendarsReadWrite
Application Contacts.Read ApplicationContactsRead
Application Contacts.ReadWrite ApplicationContactsReadWrite
Application EWS.AccessAsApp ApplicationEWSAccessAsApp
Application Exchange Full Access ExchangeFullAccessApp
Application Mail Full Access MailFullAccessApp

Application Mail.Read ApplicationMailRead
Application Mail.ReadBasic ApplicationMailReadBasic
Application Mail.ReadWrite ApplicationMailReadWrite
Application Mail.Send ApplicationMailSend
Application MailboxSettings.Read ApplicationMailboxSettingsRead
Application MailboxSettings.ReadWrite ApplicationMailboxSettingsReadWrite
Application SMTP.SendAsApp ApplicationSMTPSendAsApp
ApplicationImpersonation ApplicationImpersonation
ArchiveApplication ArchiveApplication

Audit Logs Auditlogs

Communication Compliance Admin CommunicationComplianceAdmin
Communication Compliance Investigation CommunicationComplianceInvestig

Https://admin365.fr
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Application permissions are assigned one by one with Management Role Assignments to the service
principal.

PS C:\> New-ManagementRoleAssignment
d9e336c7-

Name Role RoleAssigneeName RoleAssigneeType AssignmentMethod EffectiveUserNam

GRAPH_APP Application.Mail.... Application Ma... 62d5da68-259d-... ServicePrincipal Direct

Permissions can be tested with a PowerShell command.

PS C:\> Get-ServicePrincipal
DisplayName ObjectId

GRAPH_APP 62d5da68- d9e336c7-

PS C:\> Test-ServicePrincipalAuthorization 62d5da68-: contact@admin365. fr
RoleName GrantedPermissions AllowedResourceScope ScopeType

Application Mail.ReadWrite Mail.ReadWrite MAILBOX_LIONEL CustomRecipientScope

PS C:\> Test-ServicePrincipalAuthorization 62d5da68- traversef

RoleName GrantedPermissions  AllowedResourceScope ScopeType InScope

Application Mail.ReadwWrite Mail.ReadwWrite MAILBOX_LIONEL CustomRecipientScope

= Strict users and groups assignment

It is also possible to consider the 'scoping' of an application at another level. Indeed, an application
that only consumes 'delegate’ type rights can be configured to work only for the users and groups
defined in the "assignment’ part of the application viewed as an ENTERPRISE app and not as a
REGISTRED app. Thus, this third type of scoping will cover the case of applications that consume
delegate type rights or no rights (just SSO transfers).

Home » CARTHAGENE » Enterprise applications | All applications > GRAPH_APP

Ss GRAPH_APP | Users and groups

Enterprise Application

< + Add user/group () Refresh 5% Manag
iy Overview
Deployment Plan (i) The application will not appear for assigned users within My Apps. Set 'visible to users? to yes in properties to enabl

#. Diagnose and solve problems

Assign users and greups to app-roles for your application here. To create new app-roles for this application, use the applic

Manage
£ First 200 shown, search all users & groups
Il Properties - irst 200 shown, search all users & group:
&2 Owners Di .
isplay name Object type
it Roles and administrators
[J &7 Lionel TRAVERSE User

& Users and groups
D Single sign-on

P Provisicning

i Application proxy

C  Self-service

Security
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The “Assignment required” option will limit the use of the application to certain users or groups.

'|! GRAPH_APP | Properties

Enterprise Application

[ Delete | A7 Gotfeadback?
i Overview
View and manage application settings for your organization. Editing properties like display information, user
sign-in settings, and user visibility settings requires Global Administrater, Cloud Application Administrator,
Application Administrator roles. Learn more

Deployment Plan

K Diagnose and solve problems

If this application resides in your tenant, you can manage additional properties on the application registration
Manage S

= Enabled for users to sign-in? (O - No

I! Properties e

& Owners Name * GRAPH_APP

&. Roles and administrators Homepage URL O n

2 Users and groups

Logo (
D Single sign-on
¥ Provisioning

B Application proxy T =
C  Self-servic

self-service Application 1D © d9e336c7- =
Security

Assignment required? (3 =D -

& Conditional Access
o, permissions VisIDle 0 Users? () 3
@ Token encryption Notes
Activity
D Sign-inlogs

i Usage & insights

If a user does not have the right to use the application, they will be denied when requesting a token.

TenantId = bScefbde—

ClientId = d9e336c7- n
Authentification type = Account/Password
Enter Login password: ik

= Summary

Scoping Application access

i App RBAC User assignment
APP type policy

APP for auth and
SSO v

APP with delegate
permissions Vv

APP with application
permissions
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4.2. Conditional access

Conditional Access rules for Microsoft Graph applications are specifically applied during the token
requests made by the application entity or the user entity. This means that when an application
or a user requests an access token to interact with Microsoft Graph APls, the Conditional Access
policies are enforced to ensure that the request meets the organization's security requirements.

However, it is important to note that these Conditional Access rules do not apply to token requests
made using authorization codes or refresh tokens. In other words, when an application or user
requests a new access token using an authorization code or refresh token, the Conditional Access
policies are not evaluated. This distinction is crucial for understanding how and when Conditional
Access rules are enforced. By focusing on the initial token requests from the application or user
entity, organizations can ensure that the primary access points are secured, while subsequent token
exchanges using authorization codes or refresh tokens are not subjected to the same Conditional
Access policies.

When it comes to Microsoft Graph applications, Conditional Access rules can be applied based on
two different scenarios: the user consuming delegated permissions or the application itself
consuming application permissions.

= User-Based Conditional Access (Delegated Permissions)

In this scenario, the Conditional Access policy is applied to the user who is accessing the Microsoft
Graph API.

= Application-Based Conditional Access (Application Permissions)

In this scenario, the Conditional Access policy is applied to the application itself, which is accessing
the Microsoft Graph API with application permissions.
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s://entra.microsoft.com/#view

Microsoft Entra admin center

A Home

What's new

B

Diagnose & solve problems

Favorites

*

Identity

Overview

Users

Groups

Devices

Applications

> & & 3 ©» 0 ¢

Protection

Identity Protection
Conditional Access
Authentication methods
Password reset

Custem security attributes
Risky activities

81 Identity Governance

P Search resources, services, and docs (G+/)

Home > CARTHAGENE

Conditional Access policy

] Delete S View policy information

Control access based on Conditional Access
policy to bring signals together, to make
decisions, and enforce organizational
policies. Learn more of

Name *

GRAPH_APP_CA_APPLICATION

Assignments

Conditional Access

GRAPH_APP_CA_APPLICATION -

Users or workload identities &

Specific service principals included

Target resources

All resources (formerly "All cloud apps

Network | NEW | ©

1 included

Conditions O

1 condition selected

Access controls

Grant ©

Block access

Session ()

Control access based on who the policy will
apply to, such as users and groups, workload
identities, directory roles, or external guests,

Learn more

What does this policy apply to?

[ Workload identities ~

Include  Exclude

O None
O All owned service principals

(®) Select service principals

Edit filter

None

Select

ce principal selected
GRAPH APP
i

@ Policy only applies to single tenant
service principals owned by your
organization. Leamn more &'

A rntenle calactad

4.3. Tenant restriction

Tenant Restriction is a security feature in Microsoft 365 that allows organizations to control and
restrict access to their resources based on the tenant from which the request originates. This feature
is particularly useful for enterprises that use proxies to manage and secure their internet connectivity.

When an organization implements Tenant Restriction, it configures its enterprise proxies to include
specific headers in the HTTP requests that are sent to Microsoft 365 services. These headers contain
information about the allowed tenants, which are the tenants that the organization trusts and permits
access to its resources.

Enterprise Proxies: These proxies act as intermediaries between the users and the internet. They

ensure that all internet traffic passes through them, allowing the organization to monitor and control
access to external resources. By configuring the proxies to include Tenant Restriction headers, the
organization can enforce access policies based on the tenant information.

Tenant Restriction Headers: The header used for Tenant Restriction is called Restrict-Access-To-
Tenants. This header is added to the HTTP requests by the enterprise proxies and specifies the
allowed tenants (tenantid format). When a request reaches Microsoft 365 services, the service
checks the header to determine if the request is coming from an allowed tenant.

Access Control: If the request originates from an allowed tenant, access to the Microsoft 365
resources is granted. If the request comes from a tenant that is not allowed, access is denied. This
ensures that only users from trusted tenants can access the organization's resources, enhancing
security and preventing unauthorized access.
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B Sign in to Outlook x

login.microsoftonline.com,

admin@

Access is blocked

The IT department has restricted which
organizations can be accessed. Contact the
IT department to gain access.

Troubleshooting details X
f you contact your administrator, send this info to them.

Request |d: 274841

Correlation Id: 5971

Timestamp: 2025-0

Message: AADSTS5000211: BRE SIS Bl oL ER
added to this req y a device or network administrator
does not allow ac LIONEL TRAVERSE SARL’

App name: Office 365 Exchange Online

4.4. Workload ID

Microsoft Entra Workload ID licenses are essential for organizations that want to implement
Conditional Access policies on their applications.

Home » Your products - Products » Microsoft Entra Workload ID
© Microsoft Entra Workload ID

These licenses enable the application of security controls and access policies to ensure that only
authorized users and applications can access sensitive resources.

Enabling Conditional Access: Without Microsoft Entra Workload ID licenses, it is not possible to apply
Conditional Access rules to applications. These licenses are required to enforce security policies that
control access based on various conditions such as user location, device compliance, and risk level.

TenantId = bScefbde-
ClientId - d9e336c7-
JAuthentification type = Secret
st: Azure.Identity.AuthenticationFailedException: ClientSecretCredential authentication failed: A

policy does not allow token issuance. Trag
c77fed19-a467-4224-8dbd-37fc5fde92e@ Correlation ID: ©6aa 6c8-4832-9242-2718642a622 Timestamp: 2025-01-30 14
:25:217 The returned error contains a claims challenge. For additional info on how to handle claims related to multifact
or authentication, Conditional Access, and incremental consent, see htt / ms/msal-conditional-access-claims. If y(
u are using the On-Behalf-Of flow, see https://aka.ms/msal-conditional-acc claims-obo for details.
---> MSAL.NetCore.4.61.3 MsalClaimsChallengeException:
ErrorCode: invalid nt

Note: Even with Microsoft 365 Workload Entities licenses, it is not possible to apply Conditional
Access rules to multi-tenant applications from the source tenant. Multi-tenant applications are
designed to be used by multiple organizations; therefore, Conditional Access policies can only be
enforced by the target tenant, not by the source tenant.
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4.5. Continuous access evaluation

Continuous Access Evaluation (CAE) is a security feature in Microsoft 365 applications that ensures
real-time evaluation of access policies.

This feature helps protect against the misuse of refresh tokens outside the desired network.

Identity
Provider ‘
. ( 2. Policy
d / v check
‘\ ) ) -~ A )
o &
& Lfo AO(
2 & #
& & N
- E
N\ - . 6. Policy
’ ‘\ : (\/} check
/ CAE-capable client - .Jl y . Resource
>\7_ \ ; & - provider
%,

o
[ \_7% SO 0
%, by (5,‘: ﬁ.\("
o, R
- | %, (’4‘0 & &
\Allowad range P - 4 <0

CAE-capable client

When CAE is enabled, the system continuously monitors and evaluates the user's access based on
predefined policies.

If any suspicious activity is detected, such as an attempt to use an ACCESS TOKEN from an
unauthorized network, the system will deny access.

This ensures that only authorized users within the specified network can access the applications,
providing an additional layer of security.

administrator@exchang... g}

- £ Search resources, services, and docs (G+/) I O Copilot

CARTHAGENE

Flome > Conditional Access Activity Details: Sign-ins X
3 Conditional Access | Sign-in logs =
Microsoft Entra ID
Basicinfo  Location  Authentication Details Conditional Access  Report-only  Authentication Events
« 4 Download v 2% Export Dat -
O Overview 0 Search
Date : Last 24 hours Sho

= Policies Policy Name Ty Grant Controls T Result Ty

ContinuousAccessEvaluation JSuccess
A sign-in can also be interrupted (e.g. blocked, multifactor authmessemeerabemgesmseeswef of o user risk policy or sign-in risk
policy. Currently, this tab only lists Conditional Access policies.

@ Insights and reporting User sign-ins (interactive)  Usel  GRapH APP_CA_APPLICATL...

X Diagnose and solve problems
@ sign-ins in the table below
Manage

&> Named locations

Date 4 Requestl

2! Custom controls (Preview)
Terms of use
VPN connectivity
% Authentication contexts
© Authentication strengths

2 Classic policies
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When a CAE ACCESS TOKEN is requested by an application, Microsoft provides an ACCESS
TOKEN valid 24 hours with the claims “xms_cc=cp1”.

97/02/2025

{cpl}

R5256
1542725942

4.6. Compromise of tokens
Security Risks of Stolen or Improperly Secured Tokens in Microsoft 365

In Microsoft 365, tokens play a crucial role in authenticating and authorizing access to resources.
However, if a refresh token or access token is stolen or improperly secured, it can pose significant
security risks.

= Refresh Tokens

A refresh token is used to obtain a new access token without requiring the user to re-authenticate. If
a refresh token associated with an application that allows public flows (i.e., without authentication) is
stolen, it can be used from anywhere and will not be protected by Conditional Access rules or the
security measures provided by Workload Entities licenses. This means that an attacker can use the
stolen refresh token to continuously obtain new access tokens and access the organization's
resources without any restrictions.

= Access Tokens

An access token is used to access specific resources in Microsoft 365. If an access token is stolen, it
can be used from any location and will not be subject to Conditional Access policies or the security
controls offered by Workload Entities licenses. This allows an attacker to gain unauthorized access to
sensitive data and applications, posing a significant security threat.

= Developer Access

'If developers have access to these tokens, there is a significant risk of misuse or accidental
exposure.The developer could potentially misuse the tokens to access resources they are not
authorized to, leading to data breaches and unauthorized access to sensitive information.

= Storage in Insecure Applications

If refresh tokens are stored in a Software as a Service (SaaS) application with a lower security level
than that provided by Microsoft 365, it further exacerbates the security risk. An attacker could exploit
the weaker security measures of the SaaS application to steal the tokens and use them to access the
organization's resources.
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= Summary

The security of refresh tokens and access tokens is paramount in Microsoft 365. If these
tokens are stolen or stored in insecure environments, they can be used from anywhere and will not
be protected by Conditional Access rules or Workload Entities licenses. This highlights the

importance of securing tokens and ensuring they are stored in environments with robust security
measures to prevent unauthorized access and protect sensitive data.

The returned - a e cl: d to multi
ntication, Cond a i nta i
ing the On-Behalf-0f flo
AL C 6

£
If

- o X
ACCESS TOKEN

[uMmKACp38ancOriBopWpmmigZHspLfbBS_BLIVSarSiikPe0858pQljFasmatWnJ2pUiy-fdyuYRcGAZQ4IolEDy Hw2pKaZVeSQBAfapwIUINTDNW2x 25f5A.

e al M UseR lionel@

M rPatH

[aratts

| MAILS

<SUBJECT>Allocation chomage gratuite - Jurisprudence - IFU - EURL - RGE - Démarchage téléphonique - Fleuristes
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5.Requesting tokens for testing security

5.1. Requesting with client secret

Demonstration using TOKEN365.EXE (https://admin365.fr/token365/)

= TOKEN365.exe -a secret -t tenantid -c clientid -k secret

TenantId = bScefbde-
ClientId = d9e336c7-
Authentification type = Secret

ZS16Ing3Rz1GdjFpS31FRi1TVUIXY1J1cEMwdOF1Q21sQ3UxMGB3bVVtUWCc3MVUiLCIhbGci0iJSUZI1NG
2YnBLNDJIKdyIsImtpZCI6ILLUY2VPNULKeX1xUjZqekRTNWLBYnBLNDIKdyJ9. eyJhdWQiOiJodHRwczov
JodHRwczovL3NOcy53aW5kb3dzLm5LdCOiNWNLZmIkZS1mYZRjLTQBYmI tYmEzNyONDRLMTQ2Y jRM; My

2NDYzMzQsImVUcCI6MTczNzY1MDIZNCw. iYWl\le 01azJSZ110Z1k5K0Y2WHBPWT dwwWkpwdD12WGSEbkFnQ

5.2. Requesting with certificate

Demonstration using TOKEN365.EXE (https://admin365.fr/token365/)

Connection by certificate requests to have the PRIVATE key of the certificate.

= TOKENS365.exe -a cert -t tenantid -c clientid -x pfx_file

= bScefbde-#

= d9e336c7-&
Authentification type = Certificate
Enter Pfx password: kkkkikiik

o 92a2NKSEhBSGJIJISEtBa3gzU21VREtoUWXNZk1seGtocnU1M1JIKSkkil CIhbGei0iJdSUzI1INiIsIngld
s TsImtpZCI6ILLUY2VPNULKeX1xUjZqekRTNWLBYNBINDIKdyJ9 . eyJhdWQiOiJodHRwezovL 2dyYXBd
3NOcy53aWskb3dzLm51dCOINWNLZmIKZS1mYZRjLTQOYmItYmEZNyOONDRLMTQ2Y jRjMjMvIiwiaWF

=l aVUcCI6MTczNZYIMDM3MiniYWLvIjoiazdSZ11QaTMvOXYUbHIXYKMrNFVWMGI xaHNiVWpKMDBYZTdH

EmFtZSI6IKdSQUBIXOFQUCISsImFwcGLKIjoiZD11MzM2YzctNmYUNCOOY jNKLThmNWELZmUxZmIxM213

#wHM6LY9zdHMud21luZG93cySuZXQvY V) ZWZiZGUtZmMeYyOONGIiLWIhMzctNDQOZTEONmIOYZIzLyI

= e = USZCOONDRhLWEZNmYtOWJiZTdkY2YZN2Mx I iwicmgiOiIxLKFURUEZdnZPdFV60HUNUZZOMF JPRkdd
sl CIzdWIi0iI2MmQ1ZGE20COYNT LKL TQONGELYTM2Z105YmIIN2RjZ jM3YZEiLCIOZWShbnRfemV!

| w5 1mYZR jLTQOYmItYmEZzNyOONDRUMTQ2Y jRjM{Mil CI1dGKi0iT2UGt jOHZCZGLVLVhjVZNTOVEWTOFE

5.3. Requesting with account/password

Demonstration using TOKEN365.EXE (https://admin365.fr/token365/)

= TOKEN365.exe -a account -t tenantid -c clientid -l login_name
= TOKENS365.exe -a secret-account -t tenantid -c clientid -l login_name -k secret

= TOKEN365.exe -a cert-account -t tenantid -c clientid -l login_name -x pfx_file

Https://admin365.fr
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TenantId = bScefbde-*

ClientId = d9e336c7-#

Authentification type = Secret + Account
Enter Login password: kkkkikikskskskkkk

eyJOeXAi0iJKV1QilCIub25jZSI6IKLIQzhOSDRFTzImUnIZTLdSYmpsVhIYmhYN2ZFSWdhQe Ltk
Y2VPNU1KeX1xUjZqekRTNWLBYnBINDIKdyIsImtpZCI6IL1UY2VPNULKeX1xUjZqeKRTNWLBYnE
ve29mdC5jb20ilCIpc3MiOiJodHRwezovL3NOcyS53aWSkb3dzLmSLdCOiNWNLZmIKZS1mYZRj LTS
3NjQ2NTIxLCIuYmYi0jE3Mzc2NDY1MjESImVUcCI6MTczNzY1MTg1NywiYWN jdCI6MCwiYWNyT
IeXRSUzVMTKXEVUV2Y3jY3eDNCUWLiTUFZVSs3elkud@sxRDYzMXpOalVwQO9PbG5GcEU2UGKILCE
SQVBIXOFQUCIsImFwcGLKIjoiZDL1MzM2YZzctNmYLUNCOOY jNKLThmNWEtZmUxZmIxM2IzZj1kIi&
WRVJITRSIsImdpdmVuX25hbWUiOiJMaW9uZwwil CIpZHRScCI6INVZZXIilLCIpcGFKZHII0iISMC
FIiwib21KIjoiN2NjYzdLOTEtMjAXOCOOZGY1LTkzN2QtOWRhZmRjNz1kODUYIiwicGxhdGYiO] iam |
i0iIxLKFURUEzdnZPdFV60HUwWUzZOMFJIPRKdBTUL3TUFBQUFBQUFBQXdBQUFBQUFBQUFBeEFPR)E
pdGUGTWFpbC5TZWSKIHBYb2ZpbGUgb3BLbmLKIGVYWLsIiwic21kIjoiMDAXMmNjOTKtOGI 3N =
HSBhMeGhCVGhWVDRUaXheb3h1T3JwYzQUTFIUNQ2hSbHZHREEWU2JIPcyIsInR1bmFudF9yZwdpbi+
tNDRiYiliYTM3LTQ@NGUxNDZiNGMyMyIsInVuaXF1ZV9uYW1lIjoibGlvbmVsQGNhcnRoYWd b &
sInV@aSI6InVqd1dUX1REX1VPVnBNeGgUSFVDQUEILCI2ZXIi0iIxL jAiLCI3aWRzI jpblj ISM sy
sImIwZ jUONJYXLTIKNZQtNGMIMC1hZmEZLTFLYZzgwM2YXxMmVmZSIsImYyZWY50TIjLTNhZmItNE:

1Z jKktNDYLOSOUMTQzLTc2Y jESNGUUNTUwOSIALCIUbXNFaWRy ZWwiOiIxIDIwIiwieG1lzX3NOI
mNkRic2xhZUtJdW12Qz1lwS1UifSwieG1zX3RjZHQiOjEINDI3MjUSNDIsInhtc190ZGIyIjoiRV
KEgbUZDBelQsTqceAdfnZlvbvz—fKUTQf71mrUF2CpCQdx6t-1i8nv7YVcHbTGDS79Qsrfe TSuUwlksiduw
wXBT91XBc-WAqUiksEBhzUq7mg61MqoW-QKXpxqg8UFfUFVQTLVFK7pzMTaQkL jh7ASU0raqO Ll s
s00bJjOTHQ_BUjPxoCBPyY1qVzLNLIONRHr3Y1l_GwMFrHclb-1UDYHUj~7QnNPw

1.ATEA3vvOtUz8uBS6NOROFGtMI8Cc2U9mEbz1L j1r-H7E7P50XA0EXAA . AQABAWEAAABVrSpeulsass
6I_fOPklucLhKlpsc@vngDullLrmvqfiMOu-C16g9mYSi6AT-35IBcAhDINBSkgLA0SDTNXHZ72]
WAlyBVOdSvuHhZTDh-bdspCf2YGI jSFQxTYqfxGybRztQuxdtBTLpNKALoBK6ViMT7ymvRn3M2UL r
0-W7a8MjJ-nok2LeyZfVmlIPeoUDurugIR6pIfNZmhYKuHk2HNRpLLSZRnTh j jK8H6aN7awbdPGilma =l ¥
E2SErh_o6bUSBDWIBcbbMxqLDLSHA6T_bSJqNt_xmjugAwoBto3vIp2aYbjX1ghRag6HclL9qZR\ems
QnsXLYKkHvfqazsYv_XORSyvZWNZMVor7-2CHMBmaw-P8K-mwqR5U6SZcqz2SNHqVIdHrXVUcHqHR:
x026iFhiiUKqAjyis1CELBP2WQpOrI_v5SvHaWUHEvUyFxmlwZMLxhIelMrnI jIODUCKEm9P1pgl

5.4. Requesting with code and/or user’'s MFA
Demonstration using TOKEN365.EXE and CODE365.EXE

CODE365 allows you to generate a code authentication request (with the code identifier). CODE365
uses EDGE navigator (standard or private mode).

= CODES365.exe -t tenantid -c clientid -r url_redirect -s "scope1 scop2..."

= CODE365.exe -t tenantid -c clientid -r url_redirect -s "scope1 scop2..." -p

Redirect URL = https://localhost
Scope = mail.read offline_access

https://login.microsoftonline.com/bScefbde-fc /oauth2/v2.8/authorize?response_type=code§
_mode=query&client_id=d9e336c7- Eredirect_uri=https%3A%2F%2Flocalhost&scope=mail.read%.
e_access&state=88U91&code_challenge=FLxfz1CeGOtFRtxQ0qIBhzsORDjDRBWFT-YBINza9AU&code_challenge_method=5256

&) localhost X

< @ @ https;//localhost/?code=1.ATEA3vvOtUz8u0OSENOROFGth
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28/32
September 2025



Microsoft 365 Registration Apps and Security

https://localhost/?code=1.ATEA3vvOtUz8uBS6NOROFGtMIBc2U9mEbz1L j 1r-H7E7P50xXAOEXAA . AGQABBATAAABVrSpeuWamRam2 jAF1XRQH
A9PIXSZMEQX66nsxKolOwV-WbXUFTPC77TwqlnZPmN-ZDcjlocppfqizARN3IL8KXw172eL1XATDX2c TcT2nKE6xhOA2-FMGoD-BBzvtr-050BuFZ
Q-w3bD29uCV2UHGRISKFSGLXKUWNYY TUKSrVBUC60yYnW3Dr6Lh93 1 6LFSrRgOy i HuMWWPKWcgFy5XFMreel1vi-HyJ7DfbzURyDCUa-X_AOF_B5i
GilgCG1FKsF8IaWIKGAeCw2xOtEqy69CwiyekEEV7dzApjFpi-XpJVuMRUZePB-n70GukXfoINpIX3bdyHNUV7Q7bLlow6qMcPYKBV1SzVZ19S1TY
PUWGWUUWEYSVCs-6M2RIZLhUZICTZzXwVMtrboFTvAtNgPJIcBL-CZX7pEc7I7zac-JFNhXDyEAwz j6BKALtNFblsfDpgvx-DgXrk9eKw-3sAYoPQ
OnpxKHrfB_TmmUmO3GyfgT8JIAqnAwmVcS5uSHkrSWh5eLHrY jPinhMxv_sc2DsM8PkX@hael j8KaDurN6oE®Z1RbS2dmUBCcOubKz6SGnC7kIVUTX

BT 1 B st - J

. BTl s ] . i . A i e

LT B . . ! B . ol PR

1.ATEA3vvOtUzB8uBSENOROFGtMIBc2U9mEDZ1L j 1r—HTE7P5OXAOEXAA . AGQABBAIAAABVrSpeulamRam2 jAF1XRQEAWDs_wUA9P9XSZMEQX66nsx
bXUFTPC77wq1lnZPmN-ZDcjlocppfqUdzARN3IL8KXw172eLLXATDX2c TcT2nkE6xhBA2-FMGoD-BBzvtr—050BuF ZpPvilbmM1Q-w3bD29uCV2UHGn!
KUwNYy TUKSTVBUC60yY jnW3Dr6Lh93j 6LFSrRgOyiHuMWWPKWCcgFy5XFreel1vl-HyJ7DfbzURyDCUa—-X_AOF_05e7801i7ThwGilgCG1FKsF8Iawol
OtEqy69CwdyekEEV7dzAp]jFpi-XpIVUMRUZePB-n70GukXfoINpIX3bdyHNUV7Q7bLLow6qMcPYKBY1SZzVZ19S1T9G9]13MIpUNGWUUWEYSvCS—6l
ZICTZzXwVMtrboFTVAtNQPIcBL-CZX7pEc7I7zac-JFNhXDyEAwz j6BKdLtNFblsfDpgvx—-DgXrk9eKW-3sAYoPQKuNiSfut®npxKHr{B_Tmmimo
AgnAwmVc5uSHkrSWhSeLHrY jPinhMxv_sc2DsM8PkX0hael j8KaDurN6oEOZ1RbS2dmUBCcOubKz6SGNCTkIVUTXIrpnTZTwUImAASUBMp1Pv27Q4
y5fYuEgVe-RIQyyAtEDFS jayqISUrgR5IXIUqzxdVxfvFtLYYlaaUOe9HWhoachad j1pavegQCwM8zOUfvkNDGCBSLTFFulGgZb9FEmk3ukTOcS
rZXhHfhHgeLkkgYFOH2qKTWSLRpWI31IO_aBuVKFYziDHqza9FKCXz-MTN32WXTCTH3ZZGg6c_o3zopt1Syfo2RUrboketrkAmSsDeS+ jM1Emm1K
9YSWG-BcV1CEXZXMS-aP8IZ_3L52w3VchQXWSSXCTFyo—RkelYBOQNNdu5ioiZXdWEHUStYY jYmWIcEinDFee

QoVNY199heloik3AvUw85LTbkNTM]eUXd0OdPthDBPF+Ib700LYNmyniUw76k10ag

With the code (valid 10 minutes) and the code identifier, it is possible to obtain a couple of ACCESS
TOKEN and REFRESH TOKEN.

=  TOKEN365.exe -a code -t tenantid -c clientid -r redirecturl
=  TOKENS365.exe -a secret-code -t tenantid -c clientid -r redirecturl -k secret

= TOKEN365.exe -a cert-code -t tenantid -c clientid -r redirecturl -x pfx_file

TenantId = bScefbde-fc

ClientId = d9e336c7-6F

Authentification type = Secret + Code + Challenge

Enter code verifier: v e v e v vk sk v ke vk e e e s ke sl vk e vk ke e ke vl ok sk sk ke ke e e ke ok ke ok ok ke sl ke e ke sk ok ke ok e sk ke e ke sk ok ke ke ke ke e e ok ke ok ke ke
Enter code: 1.ATEA3vvOtUz8uBS6NOROFGtMI8c2U9mEbz1L jlr-HTE7PSOXAOEXAS: Bl
yYIWl1lztqshWa21R5U1zal8C601y01nF3DmjZFABsfDaKtoBYohA2mr833EUdsKXtO_ sy
ovb13JZ0_ABtcOiykvjOHdGWP-BR6—FVukAUONJI_3G0o5wuGgmiFUvHF csvtM2—ARWdEE=E
MhNC6Lom7ghrqa9fZyqprgSqQHe_6ABHGE jcJRXralKwNO2FDQOOhKg—hoXHKMKpDB X L =
1_xQ-tNu7N_HKbUjema3eYAwKCAdOA7ZSNL_97eda89RnOrHEwilWc7PjLQ5ApWleCe M
EObY71i0kDKAPjmhMn28njohhNCa5SeolMhg3iS3e9_P-L6HqsaYwnzA-C-2IQML92r3a
1PJC6HbETRVDYKhU-bTF_J8i0VSKGXxGgUiXrLrlwldT7T8FISIrxNxm8Q388sI7VKXLAE
m_MQcX1cHURJZruUt_bzpaKh_obwC7UDyoH3H5Hd93luLNdDSeeBRtipYKcEoSCnyFedt &=
s3yQDz81C5CLxyDSHRaIyt9wndEpvAMKCBJIO1iqn_521WoQaedPQ577h20IviS6vGahs=

eyJ0eXAi0iJKV1QilCIub253jZSI6InBxTZE2MD1Kd3p6emx ITINWckFYNGRNZINYaTB
Y2VPNULKeX1xUjZqekRTNWLBYnBINDIKdyIsImtpZCI6I11UY2VPNUKeXxUjZqekR T4
vc29mdC5jb20il CIpc3MiOiJodHRwezovl 3NOcy53aW5kb3dzLmS1dCOiNWNLZmIKZS
3NjQ20TIzLCIuYmYiOjE3Mzc2NDY5MjMsImVUcCI6MTczNzY1IMTAUNCwWiYWNjdCIGMC=
wY3lwZnhFaytJZjBQZ1Zma08yK3hOZTFUZytWOHFZc1NxbDASV2pYRVZ6d1Rnal 1 2bndasits 1 &
tZSI6IKdSQVBIXOFQUCIsImFwcGLKIjoiZDL1MzM2YZctNmYUNCOOY jNKLThmNWEt Zminlml
10TIyZGImZiljMGFLLTRiIMWYtOWUSNCO3YTM1MjMON2QzMZELLCImYW1pbHLfbnFtZS 1K ™
wIjoidXNlciIsImlwYWRKciI6I jkwl jkxLEzMiUSNSIsImShbWUi0iIMaWOuZuwgVF ek,
5ZGFmZGM3OWQUNTIil CIwbGFOZiI6I jMil. CIwdWLKIjoiMTAwMzIWMDA2NTIDRTZBOSE &
BQUFBQUF3QUFBQUFBQUFBQXhBTOVUQUEUIiwic2NwI joiTWFpbC5SZWFKIE1haWwuUn
sInNpZCI6IjBiN2RjOGImLTLLODEtNGIYYSOUNjMXLTEXODgONZI2MThINIiISInNpZ2 55
BVGUdGIUZUIycGMBOEXSOENoeWx2RORBMFNIT3MiL CIOZWShbnRfemVnaW9uX3Njb34
ONDRLMTQ2YjRjMjMiLCI1bmLxdwWVfbmFtZSI6Imxpb251bEB]YXJ0aGFNZWS1LmZy I imial
UX2RUQjRVU19yM1pxMU1tWEFBIiwidmVyIjoiMSUwIiwid2lkcyI6WyIyOTIzMmNKZi
yZDcOLTRNTALYWZhMyOxZWMUMDNmMT ILZnUiLCImMmVmOTKyYyOzYWZiLTQ2YjKtYj
OMyO3NmIXOTR1ODUIMDkiXSwieG1zX21kemVsIjoiMSABTiwieG1zX3NOIjp7InN1Yil
2Qz1wS1UifSwieG1zX3RjZHQiOjEINDI3MjUSNDISInhtc190ZGIyIjoiRVUiFQ. ROy
2pcxIi_sG0jd9lqpqzIlRyYoiKY3uYWXuCCYxsxWm3D8bYpQxMCcZEUYISwjGXxPPZ2J
xq70DU4IByObd20Yf_xeBjDnwxDviR09aF2-qaNux7B89gUEQetqbsCVNVop3IukJpsd
gACJhgztAHMgWtOpT2g1P_gNPzFt86rTBrMAwjgwNATOPw

1.ATEA3vvOtUz8uBS6NOROFGtMIBCc249mEbZIL j 1r-H7E7P50xA0EXAA . AQABAWEAAAS
1eT2Z0qcATWWRFN_iB7mzxWZoFAiJj2a7MgV2eWRnCDIyvefSnF6_1JQTrXcpNptfcé
z2ukvQwMlOnTaMagy_BUGYIF-8X8ujsEU6U8IvXmZLgf7rmBYaV7bOEKdRZHD2w5VPRIEL
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5.5. Requesting with refresh token

Demonstration using TOKEN365.EXE (https://admin365.fr/token365/)

= TOKEN365.exe -a refresh -t tenantid -c clientid
=  TOKEN365.exe -a secret-refresh -t tenantid -c clientid -k secret

= TOKENS365.exe -a cert-refresh -t tenantid -c clientid -x pfx_file

c:\Temp>TOKEN365.EXE —a secret-refresh -t bScefbde—# ¥ —-c d9e336c7- {4 ma-a=
k wA~8Q~Fxyr.h8VUVf5twnZICnCVq.

tenantld = bS5cefbde ¥rms wmmmin-ina

clientld = d9e336c7-#=N Bil=

Authentification type = Secret + Refresh token

Enter refresh token: 1.ATEA3vvOtUz8uBS6NOROFGtMIBc2U9mEbzIL |
_k205z_jVby1zNPYZbTuq6I_fOPklucLhKlpscOvngDull rmvqfiMOu—C164s
jKHYprS—-BNhQZi1LRx30NWALYBV@dSvuHhZTDh-bdspCf2YGI jSFQXTYqfxisiss
y7N6RGBmS—-1MY921SeJUCO-W7a8MjI-nok2LeyZfVmlIPeoUDurugJR6p9-fi fus
U32-be5WwgT15jXzBopGoE2SErh_o6bUSBDWIBcbbMxqLDLSHA6T_b5JqNt . m=
gui83jD3U2QKam@IYokyQIQnsXLYkHvfqazsYv_XORS5yvZWNZMVor7-2CHMEma &
mU8ZYWykMwpiNPFVcWW1Rx0z6iFhiiUKqAjyis1CELBP2WQPOrI_vSvHaWiEs

#5Bek1seDkycmdSROPONKd 1 c jNoMnpHOUZVWTUxd@91aEEiL CIhbGeiO0i
"CI6ILLUY2VPNULKeX1xUjZqekRTNWLBYnBLNDIKdyJ9 . eyJhdWQiOiJodHRwczovL 2dyY]
aW5kb3dzLmS1dCOiNWNLZmJIKZS1mYZRjLTQOYmItYmEZNyOONDRLMTQ2YjRjMjMvIiwial
IEMTczNzY1MTcOMSwiYWNjdCI6MCwiYWNyIjoiMSIsImFpbyI6IKFUUUFSLZzhaQUFBQWhUb
iy o mQ1ZyOEXSTDVOT L1 1cOE2YTIMWXNOWWI iLCIhbXIi0lsicHdKI1OsImFwcF9kaXNwbGF5b
F=HNCOOY JNKLThmNWEtZmUxZmIxM2IzZjlkIiwiYXBwaWRhY3Ii0iIxIiwiZmFtaWx5X25hb)
5 PZHRS5cCI6INVZZXIilCIpcGFKZHI10iISMCUSMSUxMzIuOTUILCIuYW1lIjoiTGlvbmVsI
TauN2QtOWRhZmRjNz1kODUyIiwicGxhdGYi0iIxNCISInB1aWQiOiIxMDAZzMjAWMDY1MKNFN
TUFBQUFBQUFBQXdBQUFBQUFBQUFBeEFPRXhBQSUiLCIZzY3Ai0iINYWLsL1ILYWQgTWFpb!
% YWLsTiwic21KI joiMDAxMmNjOTktOGI3NCOUY2QzL TALOTQEMI3YUnZDZNDL Tinic
#bHZHREEwU2JPcyIsInRlbmFudF9yZWdpb25fc2NvcGUi0iJFVSISINRpZCI6ImI1Y2VmY;
ZV9uYW11IjoibGlvbmVsQGNhcnRoYWdlbmUuZnIil CI1cGUiOiJsaWOuZWxAY2FydGhhZ
#7LCJI2ZXT10iIxL jAiLCI3aWRzZIjpbIjI5MjMyY2RmLTKzMjMENDIMZC1hZGUYLTFKMDK3Y)
=M2YxMmVmZSIsImYyZWYS50TJjLTNhZmItNDZi0S1iN2NmLWEXMZ1ZTcOYZzQ1MSIsImI3O)
sbXNfaWRyZWwiOiIxMiAxIiwieG1zX3NOIjp7InN1YiI6ILU2dDRpNXFIWXdiWTZWMEL2X
0jEINDI3MjUSNDIsInhtc190ZGJyIjoiRVUiFQ. PwsINbg3sVEXSKRe—BF2DGxJ3WGgnS)
1 MypeAd8oE1zZxPCTcE9KwHdabE_VOpKIX1shG3535aLUj3HuCA8XJ97baTM12Qa7+gL 26
sI=®iPak70bMEpY1mJ_a®o3bCrCo-ToU2a0G280yzrq86M6Gpw7kvhYDkZfeZZvx1xtoKYarH

wymagmel 7Tre3RoL2PihjzVyo_fA

1.ATEA3vvOtUz8u@S6NOROFGEMI8c2U9mEbZ1L j1r-H7E7PSOXAOEXAA . kil
YJIpro67UfTOvqd jGZG8xvacDdWsfg_ctqH3IAhTEqj9AR-Iurh8_sCkqRe
ZXghIOHACQ5ScUtKBCIYI8d3jUUT1P630d73ImyitoY2c3DqZATTwy g3l i
EtA6CK_dhQNdagWeyM28C-HKuJCRWLLDSWEZbXeavtoz-z1cl-CCmlCo
J1zP5wytk2_ThueA_s_ycGOETXFykVKDPwjGQMN-cKSwuSIEIghmtYQjb jres

5.6. Requesting with CAE option
To request an access token with the Continuous Access Evaluation (CAE) option in Microsoft 365,
you need to include a specific claim in your token request. This claim is xms_cc=cp1, which indicates

that your application can handle claim challenges.

This option can be used for every type of credential used:

=  Secret
= Certificate
=  Account

=  Account with Secret

Https://admin365.fr
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= Account with Certificate

= Code

= Code with Secret

= Code with Certificate

= Refresh token

= Refresh token with Secret

= Refresh token with Certificate

TOKENS365 provides “-e” option to activate evaluation and request tokens with CAE support.
= TOKEN365.exe -a secret -t tenantid -c clientid -k secret -e

= TOKEN365.exe -a cert -t tenantid -c clientid -x pfx_file -e

= TOKEN365.exe -a account -t tenantid -c clientid -l login_name -e

» TOKENS365.exe -a secret-account -t tenantid -c clientid -l login_name -k secret -e
= TOKEN365.exe -a cert-account -t tenantid -c clientid -l login_name -x pfx_file -e
= TOKEN365.exe -a code -t tenantid -c clientid -r redirecturl -e

= TOKENS3G65.exe -a secret-code -t tenantid -c clientid -r redirecturl -k secret -e

= TOKENS365.exe -a cert-code -t tenantid -c clientid -r redirecturl -x pfx_file -e

= TOKENS3G65.exe -a refresh -t tenantid -c clientid -e

= TOKENS3G65.exe -a secret-refresh -t tenantid -c clientid -k secret -e

= TOKEN365.exe -a cert-refresh -t tenantid -c clientid -x pfx_file -e

TenantIld = bScefbde~4
ClientId = d9e336c7-d
Authentification type = Secret

LR LCIub25jZSI6ImZvXzFyd19MNOcteUNUTGIZMTLFN3NUR2hYTDLWTVZSWWhaUlNyOWwOcDQil CIhbGei0iJSUZIINIIs

= kRTNWLBYNnBINDIKdyIsImtpZCIS6IT1UY2VPNULKeX1xUjZqekRTNWLBYNBLNDJKdyJ9 . eyJhdWQiOiJodHRwczovl 2d
pc3Mi0iJodHRwczovL3NOcy53aWskb3dzLm51dCOiNWNLZmIkZS1mYZRLTQOYmItYmEZNyOONDRIMTQ2Y jRjMjMvIiw.

e F0JE3Mzg5MjY3MzcsImVUcCI6MTczOTAXMzQzNywiYWlvIjoiazJSZ11EanduMnZiNHBORysUd jkdaS91ZLhRLONNQTO

= #UKFQSFIBUFALLCIhcHBPZCIGIMQSZTMzNmM3LTZmODQENGIZZCOUZ jVhLWZ LMWZiMTNiIM2Y5ZCIsImFwcGLKYWNyIjo
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